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PURPOSE:
BCL is committed to processing data in accordance with its responsibilities under the GDPR.
This policy sets out how BCL (we) handle the Personal Data of our customers, prospective customers, suppliers, employees, workers, business contacts and other third parties. The policy applies to all Personal Data we process regardless of the media on which the data is stored and whether it relates to past and present employees, workers, customers, clients, supplier contacts, shareholders, website users or any other data subject. 
This policy applies to all workers and volunteers all of whom have the responsibility for data protection. This policy sets out what the business expects from you when handling personal data to ensure that the business is compliant with applicable law.  You must read, understand and comply with this policy when processing data on behalf of BCL and attend training if requested. You should speak to your manager if you require any further assistance in ensuring that you are complying with the requirements of this policy. Any breach of this policy may result in disciplinary action. 
POLICY:
General provisions
This policy applies to all personal data processed by BCL.
The Board of Trustees shall take responsibility for the Charity’s ongoing compliance with this policy.
BCL is currently exempt from registering with the Information Commissioner’s Office as an organisation that processes personal data.
Scope of Policy
All senior staff are responsible for ensuring that all staff and volunteers comply with this policy. The DPO (name of individual) is responsible for overseeing this policy and developing any related guidelines. Please contact the DPO if you have any questions around this policy. You must contact the DPO if;
a) if you are unsure of the lawful basis on which you are relying to process Personal Data (including the legitimate interests used by the Company); 
b) if you need to rely on Consent or need to capture Explicit Consent;
c) if you need to draft Privacy Notices; 
d) if you are unsure about the retention period for the Personal Data being Processed;
e) if you are unsure what security or other measures you need to implement to protect Personal;
f) if there has been a Personal Data Breach;
g) if you are unsure on what basis to transfer Personal Data outside the UK;
h) if you need any assistance dealing with any rights invoked by a Data Subject; 
i) whenever you are engaging in a significant new, or change in, Processing activity which is likely to require a DPIA or plan to use Personal Data for purposes other than for which it was collected; 
j) if you plan to undertake any activities involving Automated Processing including profiling or Automated Decision-Making;
k) if you need help complying with applicable law when carrying out direct marketing activities; or
l) if you need help with any contracts or other areas in relation to sharing Personal Data with third parties (including our vendors)
1. Data protection principles
We adhere to the principles relating to Processing of Personal Data set out in the UK GDPR which requires that personal data shall be:
· processed lawfully, fairly and in a transparent manner in relation to individuals;
· collected for specified, explicit and legitimate purposes and not further processed in a manner that is incompatible with those purposes; further processing for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes shall not be considered to be incompatible with the initial purposes;
· adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed;
· accurate and, where necessary, kept up to date; every reasonable step must be taken to ensure that personal data that are inaccurate, having regard to the purposes for which they are processed, are erased or rectified without delay; 
· kept in a form which permits identification of data subjects for no longer than is necessary for the purposes for which the personal data are processed; personal data may be stored for longer periods insofar as the personal data will be processed solely for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes subject to implementation of the appropriate technical and organisational measures required by the GDPR in order to safeguard the rights and freedoms of individuals; and
· processed in a manner that ensures appropriate security of the personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures.”
· Not transferred to another country without appropriate safeguards in place 
· Made available to Data Subjects and allow Data Subjects to exercise certain rights in relation to their personal data
2. Lawful, fair and transparent processing
Personal data must be processed lawfully, fairly and in a transparent manner in relation to the Data Subject. You should only collect and share personal data fairly and lawfully and for specified purposes. To ensure its processing of data is lawful, fair and transparent, BCL shall maintain a Register of Systems. The Register of Systems shall be reviewed every three years. Individuals have the right to access their personal data and any such requests made to the charity shall be dealt with in a timely manner.
3. Lawful purposes
All data processed by BCL will be done on one of the following lawful bases: consent, contract, legal obligation, vital interests, public task or legitimate interests.
BCL shall note the appropriate lawful basis in the Register of Systems.
Where consent is relied upon as a lawful basis for processing data, evidence of opt-in consent shall be kept with the personal data.
A data subject must be easily able to withdraw consent to processing at any time and withdrawal must be promptly honoured. Where communications are sent to individuals based on their consent, the option for the individual to revoke their consent should be clearly available and systems should be in place to ensure such revocation is reflected accurately in the Charity’s systems. Consent must be refreshed if personal data is to be processed for a different and incompatible purpose which was not disclosed when the Data Subject first consented. 
4. Transparency (notifying data subjects) – See BCL Privacy Notice
Detailed specific information must be provided to a Data Subject depending on whether the information was collected directly from the data subject or from elsewhere. This information will be provided via a privacy notice which must be clear and easily understood. 
The privacy notice will also contain information including the identity of the Controller and DPO and how information will be used, processed, disclosed and protected.
If data is collected by a 3rd party we will provide all information required by UK GDPR to the data subject as soon as possible after collecting the data and ensure that personal data was collected by the 3rd party in accordance with UK GDPR.
If you are collecting personal data from a data subject directly or indirectly then you must provide them with a privacy notice.
5. Purpose limitation
Personal data will only be collected for specified, explicit and legitimate purposes. It cannot be used for new, different or incompatible purposes from that disclosed when it was first obtained unless the data subject has been informed of the new purposes and has consented where necessary. Speak to the DPO for advice on how to do this.
6. Data minimisation
BCL  shall ensure that personal data are adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed.  Personal data may only be collected if the performance of a job duty requires it. It should not be excessive and should be deleted or anonymised in line with data retention guidelines when it is no longer needed.
7. Accuracy
BCL shall take reasonable steps to ensure personal data is accurate. Where data is inaccurate it will be corrected or deleted without delay
Where necessary for the lawful basis on which data is processed, steps shall be put in place to ensure that personal data is kept up to date and checked on a regular basis. 
8. Archiving / removal
To ensure that personal data is kept for no longer than necessary, BCL shall put in place an archiving policy for each area in which personal data is processed and review this process annually.
The archiving policy shall consider what data should/must be retained, for how long, and why.
Data Subjects will be provided with information about the period for which data is stored and how that period is determined, in the Privacy Notice. 
9. Security
BCL shall ensure that personal data is stored securely using modern software that is kept-up-to-date.
Access to personal data shall be limited to personnel who need access and appropriate security should be in place to avoid unauthorised sharing of information. Staff and volunteers must follow all procedures and technologies put in place to maintain the security of all personal data from the point of collection to the point of destruction. Data may only be transferred to third-party service providers who agreed to comply with required policies and procedures and have adequate protection measures in place. 
Data security will be maintained by protecting the confidentiality, integrity and availability of the Personal
Data, defined as follows:
a) Confidentiality: only people who have a need to know and are authorised to use the Personal Data can access it;
b) Integrity: Personal Data is accurate and suitable for the purpose for which it is processed; and
c) Availability: authorised users are able to access the Personal Data when they need it for authorised purposes. 
When personal data is deleted this should be done safely such that the data is irrecoverable.
Appropriate back-up and disaster recovery solutions shall be in place.
These processes and the effectiveness of the safeguards will be regularly evaluated. 
10. Breach
In the event of a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, personal data, BCL shall promptly assess the risk to people’s rights and freedoms and if appropriate report this breach to the ICO (more information on the ICO website).
If you become aware or suspect that a personal data breach has occurred, you should report this to your line manager or the DPO immediately. 
11. Data Subject's rights and requests
A Data Subject has rights when it comes to how we handle their Personal Data. Full details of this can be found in the BCL Privacy notice. If you receive a Data Subject Access Request from any party you must immediately forward it to your line manager or the DPO as the business has a limited time to respond to such requests.
12. Accountability
The Controller must implement appropriate technical and organisational measures in an effective manner to ensure compliance with data protection principles. The Controller is responsible for, and must be able to demonstrate, compliance with the data protection principles. 
The Company must have adequate resources and controls in place to ensure and to document UK GDPR compliance including:
a) appointing a suitably qualified DPO (where necessary) and an executive accountable for data privacy; 
b) implementing Privacy by Design when Processing Personal Data and completing DPIAs where Processing presents a high risk to rights and freedoms of Data Subjects; 
c) integrating data protection into internal documents including this Data Protection Policy, Related Policies, Privacy Guidelines or Privacy Notices;
d) regularly training Company Personnel on the UK GDPR, this Data Protection Policy, Related Policies and Privacy Guidelines, and data protection matters including, for example, a Data Subject's rights, Consent, legal basis, DPIA and Personal Data Breaches. The Company must maintain a record of training attendance by Company Personnel; and 
e) conducting periodic reviews and audits to assess compliance, including using results of testing to demonstrate compliance improvement effort.

13. Record keeping
The UK GDPR requires us to keep full and accurate records of all our data Processing
activities. BCL will keep and maintain accurate corporate records reflecting our Processing
including records of Data Subjects' Consents and procedures for obtaining Consents. 
14. Sharing Personal Data 
Generally, we are not allowed to share Personal Data with third parties unless certain
safeguards and contractual arrangements have been put in place.  You may only share the Personal Data we hold with another employee, agent or representative of ours if the recipient has a job-related need to know the information and the transfer complies with any applicable cross-border transfer restrictions.
You may only share the Personal Data we hold with third parties, such as our service providers, if:
a) they have a need to know the information for the purposes of providing the contracted services; 
b) sharing the Personal Data complies with the Privacy Notice provided to the Data Subject and, if required, the Data Subject's Consent has been obtained;
c) the third party has agreed to comply with the required data security standards, policies and procedures, and put adequate security measures in place;
d) the transfer complies with any applicable cross-border transfer restrictions; and 
e) a fully executed written contract that contains UK GDPR-approved third party clauses has been obtained.
15. Review
The Board of BCL has overall responsibility for the upkeep of policies with BCL’s management team undertaking implementation.
This policy will be reviewed every two years unless circumstances dictate otherwise e.g. change in legislation. 
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